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METHODS FOR INTERFACING A COMPUTER OR NETWORK TO A WIDE AREA 
NETWORK, SUCH AS THE INTERNET 



. Field Of The Invention 
5 The present invention relates generally to 

computer networking, and to coupling a small^ number of 
computers, such as might be found in a small office, or^ 
home office, to a long haul network, such as the 
Internet. More specifically, the present invention 
10 relates to methods and apparatus that enable multiple 
devices to share an Internet Protocol (IP) address. 

Background Of The Invention 

The' development" of the 'Internet' as a "source 
of information, me t afts 6 ! f communication ajld commerce / ; i ; s 
15 bourgeoning. Electronic! mail (e-mail") provides a form 
of coiramuni cation jsimil&r to, but much faster than,- "jthe 
( . ; a : letter . The rapidly^expanding World Wide Web (WWW) 
..: "i .. .component of the Internet now enables a company to * 

• advertise its services /and products to potential ; 
20 -* customers anywhere s in 'the world. And students and 

/ professionals may "acccejsls online version's of government 
documents, such 'as ' the^jconstituti'oh . -,i '"V-V-."'. 

While" Ifiterneit access is Relatively easy to.; ! 
acquire and set up. 4 ' f or..:,"a single -computer -or single ,V 
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* individual," there is currently' no Way to concurrently 

share a • dirigi'e" & conftec£ion;~ For" example/ 'multiple 

- ' people iuay- simultaneously * require access to the 

Internet from mu*ltipi§ "computer si " inch as"£eWfiil 

5* ' employees in a'* 'single of free;" or*multiple ' school a£e 

children in a' family; Providing' such simultaneous 

Internet access f rom'muitiple Computer's ""may be 

prohibitively "expensive ; ' Because ^ in most "instances 

users access the Internet' using' a m6d£m to' call an 

10 internet ^Service -Provider" (ISP) V mQltiple~modems , " 

* 

telephone lines, and ISP accounts may* be an" required at 
significant "expense".' " ~ rt " i* 

** ~ "FtirtKerinbrfe7" mafty i'sP' s limit ~ctistbm4fs to a 

* ^'single -^dial-Up^cdnnisctlbn' at : a ~ tiihe," so 4 th^t^muitiple 
15 accounts are required to provide^ ^imriltarieb^ 

Indeed/ J sbme"*IS'P'"s presume" an ' account " has been 
compromised if 'accessed' from" m'o're"' than"6ne l diaT-up 
cohnectiori" at the 'same time'; * T and : blodlc * the account for 
security reasons. If more than a few user's ' require 
20 'access, the logistical difficulty^ of ' coordinating the 
"usage of multiple accounts ifi'ay bfe -overly cumbersome and 
error prone. " : " " - : ' " , """" 

Another disadvantage of dial-up Internet 
access is the fact that 'fche^user A s "'cbmp^tWr^ " kr^ 
'25 ^inaccessible unless the "dial-up link' has already been 
l . „ ; e s £ aly j i s h* e d . 'This" make s ' 1 1 dif f i cul t~ 6 i impo s sibl e' to 
' connect to a 'user' s" compUt'ei:" from a* remote" location. 
For example, a businies's 1 'tr'atveler Who f a'ilecf to : ' 
anticipate' that a specific? computer Tile would be 
30* ^needed cannot generally" retried "t ; he '"f ile^Trom^ an 

office* computer, unless th'e 1 "computer* contaThing the' 

file is equipped with a modem; : Tf a" : s is "typical, the 
office computer is* connected to* a" Local Area Network 
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(LAN) haying a shared .modem, . the , specif icv.cpmp.uter 
containing the fil.e will^be. inaccessible . 

In addit t ior>,, to retrieving , files, from a remote 
computer,., it may.., also... be ^desirable to .access other 
5, devices and peripherals-, from • a .remote -lpcation,. Fo.r 
example^. ; the., output., of „a^ las.er .pointer is,: far .superior 
to that of a . facsimile . machine.. Therefore, J_t would be 
desirable _ to . have the,, capability to print a file 
directly to... a remote laser r printer., r rather than print 
10 the document and have. it CA Sent by f^p.simile to the 
remote ^location,.. _ r . _ :r .. 

In view of the f oregoing.,_.it ..would .be ; , . 

desirable _ to . prpvide nfiethods„ and ^apparatus for 
, ppnnec^ing^multfpl.e computers ..t;q.the Internet through a 
1 5 _ shared^ conn^ct:ioii . . . ^ . 

.,-It. i al,sp r would, be._ desirable _ to provide methods 
and. apparatus , tha£. ep.able : , multiple computers to 
simultaneously. access the Internet using a single IP 55 
address.. . . : . ... ■ - 

20 It f ur.ther -vpuld- be desirable , to . provide 

_ methods and apparatus ^for providing, remote acces,s to 
peripherals and other resources. < 

Summary Qf The Invention \ . . , . v . : „ 

, In view ,qf- the f oregping, it. is an. object -of 

25. the present invention, to provide methpds and,, apparatus 
for connecting multiply. computers r to the Internet 
through, a .shared, connection.. . . , 

It is, also^ an object of ^ this, invention to' 
provide,, methods and_appar.atus. ; that enable multiple-,.. 
3 0... w computers , to. simulj:.an ; eo.usly access the., Internet using a 
single .IP address. . ; . . : ? 

. It is. a .further object of the present., 
invention to provide methods and apparatus for 
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providing rem6te-"access "t*o peripher'als "and" other 
*"■"•* z - - - r esaur c&s . * - - • • - *.- - - - 

. .^he s'e "and other : dbj'e£ts of "the invention are 
provided by a computer "programmed to serve as "an 
5 - ihtef"face> or gateway,* ' to the Internet, and to permit 
• - sharing of the* Int'erriet connection. In accordance with 
the methods of the present invention, "the gateway 
computer', Which r *iuay 'be' "connected to several Computers 
• on - 1 a LAN--, - and to t>le Internet' via a" * dial -up modem, acts 
•lb "as- the* r-ecip'ient of all communications 'directed to" 
computer's • on - the * IAN . * ' • * : ' ' " ' ' 

- " r ' : Unlike "previously Vndwri bridges and routers, 
• J "~ however, "che^ gate way "computer of the preVent invention 
modifies the source 'fields of data packets received 
- r T5 from the LAN,' ah.d the destination' "f ields of data 

packets rfec'eived from s 'the Internet, so that several 
computers' may simultaneously share the single IP 
address of the gateway 'computer.' Specifically, the 
i; - gateway computer is programmed to' edit outgoing data 
20 '" packets* so that the interface computer appears to be 
'the packet's originator arid 'so the incoming data 
packets are directed to predetermined computers 
~ : : connected to' the LAN. "State 'information about each 

i communication is kept, to aTd cortela'ting reply data to 
25^ ~tlie proper Recipient . * " ' 
* • ' ;J ' " In ' 'accordance "with another* aspect of the 

invention*; software programmed oh an ISP computer may 
1 initiate a connection "fo the" gateway " computer on an 
as-needed basis, to ' 'service ' "HyperT'ext Transport 
30 ^Protocol (HTTP) requests, "forward e-mail, and the like, 
: Using" caller" lb, the gateway computer* may recognize a 
" call-placed from the I S'P" "computer, and' call "the ISP 

computer back. Thus, the user, and not the ISP is 
charged for the telephone call. 

BNSDOCID: <WO 9930237Al_l_> 



WO 99/30237 



.PCT/US98/25812 



- 5 ~ 

Brief Descript ion Of The Drawings . ^ ^ , ... . 

The above and other objects a,nd- advantages o s f< 
the present invention. .will be, apparent upon 
consideration of ..the ^following, detailed . description, 
_ 5 , t . ake ^ in .conjunction, with the. .accompanying, drawings, in 
.^V^i - like re ^ e ^^ c . e T . characters rpf.er. to, like . parts 
throughput, and in which : 

... FIG .- .1.. ,4$ a , block diagram showing . typical 
arrangements by wh\ch . computers are., coupled t<p. the 

10 ^ternet, suitable r fpr use in implementing the methods 
and apparatus of the present invention,;- ... ...... sr 

i .FIG. ^is a .block diagram, illustrating the.:. 
structur . e of n -- a ^.typical previously, known data .,. packet - 
transmitted oyer the Internet^.. „ -.. - V7Z 

15 _ F.IGS 3^ is .a block diagram, showing .two small 

networks of computers connected to the Internet/ 
- su . i ^ a ^- 1 ? f?^ us - e ..* ir > A m pl em . e ^ting the. methods ..and 
apparatus of the^ present . invention; . , „ : 

; . . F .l^v. , 4 ? is r .a block diagram, illustrating how 

20 TCP/IP packets may t>e .modified, while being .routed - - 
through th.e Internet, in .accordance with, the present 
invention; ' _ 

. FIGS. 5A and ; 5B, are flowcharts _ v of exemplary 

? ro 55 ams for Pf.9P®ssing/ respectively, .packets-, received 

25 from a" LAN and replies received . from the .Internet; - 
_ _ .... .. FIG..__ 6 is a. block diagram showing computers, 

P e 5fphefals, . and other devices .assigned port, numbers so 
th ^ t *\hey be accessed remotely in accordance with 

another aspect of .the present invention; 

?° J. I?., ^ a f Ip. 1 ^ chart of a program., for - .* 

processing unsolicited packets received . from . the 
Internet,, such as electronic. mail or requests for WWW 
pages ; 
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FTG '8' is 'a 'flow chart ^'showing'the 'process by 
which*"' ah incoming call "may be answered' by the gateway 
computer of the present' iVv^htidn;' *and 

FIG. 9 is a block diagram showing the 
5 structure of a TCP/TP 'packetr i7? r a&dYdance with version 
•"•■•■ : six : of the Internet' protocol "(IPv6) 

-'Detailed' Des cription 7 Of The 'Invent inn * * 
* ' The present^ "invention 'is' 'directed to'" methods 

and /apparatus' fdr J sharing" a bihglV Internet" Protocol 
10 (IP) 'addre'ss'*wi'th' siveraf c^mguters connected to a" 

Local Area'" Network' ( LJ^nY or 'several ' peripheral devices 

- "■'cofihectfecl "to a l sirigle r ^cbmputeir". J Tn either" instance, 

one of the computers on tKe' ; LM / °or' the' single 
;;, ' 3 compu£^f , is' programmed: 'to sVrVe "as* a gateway computer 
15- that 'Inter face's with 't'h'e 1 *' -Ihtefftfet". <: ' the' gateway " " 
£ -computer modifies" all ^out'gbihg" data packets to the 
- J Internet 'to appe'ar" as Tf b'rigihatin^"' TzrbnT the 'gateway 

"Computer; and"*' provides" a' destination port for ' all 
^communications^' received' flrom thfe Internet to appear as" 
20 if destined for the gateway computer. "When data 

■ ■ - packets^ are received Trom" the' Thternet by the gateway 

-computer, 'the 'gateway cbmptiter consults a" database 

■ >5 ^ table to look 'up" the* Ihterhal LAN : address 1 of" the 

~ r: - -'originating cbmputer *(oV peripheral v p6rb" address of a 
25 - specified peripheral") ', and forw^Vds^ the data packet 

- * accordingly. ~~ '* '' ~ r ' ' ** "" " * ' "~ 

The following' description"" first briefly 
discusses in section A the" structure' of the Internet, 
" "-and the 'function of devices' subh as "bi-idges" and 
30'V»rbuters" in wi'de" area ; fife'twor'k:s / Section" B of the' 
description describes typical' protocols employed in 
Internet communication, r to provide the background 
necessary*, to understand' Implement at ion of the'" methods 
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and apparatus of the present .invention. The methods' 
and apparatus of the. present invention .a.re,then 
described and illustrated v 

A- The Internet Structure . , - . .. . ... 

5 A cpmputer. network, is simply a collection of 

interconnected computers. When the computers are 
located in a relatively small geographic- area such as 
an office, building, ... home, or. campus, the network is 
called a Local, Area Network (LAN,) . ..When the 
10 interconnected computers ar.e. dispersed over ar a 
geographically larger area, such as^a.city, .state, ^ 
country, ^ or the wpjrld,, the network is ref erred- to as , a 
Wide Are_a.Network.. r ( WAN) . 

To_ a g^sjual^ observer, . the : . Internet .might 
15 appear to^ Ipe a_ single, giapt computer, network . -However, 
the Internet^i^s in., fact .a heterogeneous, collection oi 
many computer, networks -interconnected, by devices, such 
as "bridges" and,, "rosters", that . enable, computers on 
one network to cpmmunipajte. . with.^ computers .on, other 

20 networks. _ . ......... - , 

A "bridge"., simply receives a,packet r .on one 
network and rebroa^casjtis^ the packet, to all other 
networks to which t]ie^ bridge . is connected.,. Typically, 
a bridge^ performs , little. ,pr no analysis. or processing 
25 ^ of packet . contents . , The bridge may, however, keep 
track of the computers on each network to. which the 
bridge is connected . ( i.. e^. 7 by either hardware or IP 
addresse.s) . A bridge, with this information . may then 
discar.d pagkets. received, .from the. same network, to which 
30^ ^ the packet' s. destination is., attached, thereby-, improving . 
network efficiency,- by reducing .network traffic-. 

A ^router" is similar. tq a bridge : in- that it 
may interconnect mult iple_ne two r ks . However,, unlike a 
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■ l ^ bridge; ' a .'router "is" more selective about which packets 
.. ' a re ^ forwarded/ " and about the network" oh" which the 
packets 1 are =' forwarded *" in* particular a router uses 
the destination* address of* the packet" to" lookup a route 
■5 ; to the destination/' and forwards 'the ' packet only if an 
' efficient route to the"' destination'' is * found / 

- Many " computers are connected to the Internet 
'ori'an intermittent basis" though ' the use of modems and a 
dial-up account ~w'i'th an* ISP. * " two " exemplary modem 
10 connections 'are ' shown' in FIG 1 , wherein" computer 12 is 
? : 'attached to printer 14 " and modem 'i 6a ' Under the 

control of "'so ttware J on' computer "12," modem 16a, which 
may be ah' internal or ' external' modem, places a 
telephone "eail to, and establishes a "data 
15 communications "link with/ modem "16b/ which in turn is 
connected to ISP server 19, 

Also*"' shdwh lrT'FIG":" I"" is "exemplary small 
* of f ice "IAN 1 20, interconnecting" computers 21-24. Some 
peripheral "devices'/' "such ak printer "25/ are^ connected 
20 -directly to LAN 20, whereas other peripheral devices 
■ are~ ;: ~connectecl "indirectly/ 'such as '* optical disk' .jukebox 
"'2 6' 'and plotter "28, '"which 'are/ connected 'to LAN 20 via 
"coruputers : "22" and 24, "respectively.* A pool of modems, 
^including itiodems 17a~arid"18a, aire coupled to computer 
25 -21 which is pVo^rammed 'to 'function, as "a " communication 

: ser^er. : ' ' " " 1 * - ■■ * 

A "computer on LAN "20 needing access to a 
* • modem, sends a modem request "to communication server 
21*r If J a modem' is available, communication server 21 
30 assigns one of modems'" 17a rf and" 18a/ "to the requesting 
: " computer, and attempts to establish a connection with 
- one of modems * 17b "or 18b. After a "connection is 
established, packets sent" to ' communication "server 2 1 
" tr from the fequesting computer 'are^'transmitted to ISP 
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server 19 via the assigned , modem. In the. event all 
modems in the modem pool are in. use, . the.modem request 
is not fulfilled, and the requesting computer -is unable 
to communicate over, the Internet.^ 
5 ISP server 1.9, acting a^ .a .bridge,, or router, 

receives packets sent from computers 12., and 21,, and 
forwards them to Internet 10 based.on information in 
the packet as described below. Similarly, packets 
received by ISP server 19_from t Internet 10,_are 

10 analyzed, and forwarded to one of ^computers ..12 , 22, 23, 
or 24 as apprqpriate. Fo^ example, packets P addressed^ 
to computer 12 .are forwarded to computer r 12.^b.y .way of"! 
modems 16a anci 1 61?, whereas packets adites^ed .to any of 
computers' u 21-2 4 are forwarded to compute2; : ,2,l by way of 

15 modems 17a and .17b or 18a and 18b._ ^ 

. .B. Internet Addres s i na ^ Protocol s 

Data is transmitted ^from point-to-point ~. 
within thejnternet in accordance wi^th certain. jwell 
defined protocols,. Two of the ..most common protocols 

20 .used on the Internet ^are .-the Internet Pr o.tpcQ.l. ..(IP) and 
the Transmission Control^Pr.otoco.l ^ (T f CPJ often -referred 
to together as TCP/ IP ^ _ Most . communication tasks 
performed between two computers connected : .by -the 
Internet use these ^ protocols ,^ .either .directly .-or 

25 indirectly. For example, the HyperText Transport 

Protocol (HTTP),,, which . forms the .basis of the World 
Wide Web . (WWW) , uses TCP/IP as .the underlying , protocol 
for retrieving web pages from another, computer.. 

Referring to FIG. 2,_the structure x>f 

30 exemplary IP datagram 30 is described. Conceptually, 
data to be transmitted in . accordance with the .TCP 
protocol is first encapsulated in a "TCP -.packet,, " which 
in turn is encapsulated in an "IP datagram/: .Thus, IP 
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r : r: datagram' 'S'O includes ' IP header 31 / " f dllowed TCP header 
1 ' 32, and usdr "data ' 33 / * IP ^datagram "3o ' includes a number 
• : of fields "that 'are used * in~the process of * transmitting 

da ; ta from" "ohe ; computer ' to another . Of 'the * f ields in IP 
5 ■ datagram 3 ; 0, source' IP address fieid 35,' source port 
"field* 36, destination IP* address ' field ~ 37 ' and 
destinatitm port field 3 8 "are germane "to the present 
invention",' and "will be discussed in more detail 
v hereinbelowV Additional lnformatibri on the other 
10 * fields in" "IP" datagram 30'' may "be" found ' in Standard 

Document 5 (STD 5), available through "the "interNic, at 
http :7"/wWwVTn'tern ic • net'/ /"or in TCP/IP Illustrated, 
^ VchAmi^ i Thy Protocols / W\ ■Richard 'Stevens, 

* - ' Addis'oh-W'feVleyr 1 1'994*. 

15 " ' " " IP' source address field "3 5 J and destination 

f ield ' 37 ' of IP ^Keader" '31 contain the" IP address of the 
■ sender and destination of IP datagram ^30, respectively. 
More' specifically,' an IP" address 1 identifies an 
interface" through whicH' a computer connects to an IP 
20 bas'ed' network such as "the "Internet. Each interface 
must* have a" 'TP address" tHat is different and unique 
- , " '"from "the TP addr es~s "6 f "any "other interface reachable by 
J ■ 'that " "network Thus, whTle* interf aces on two isolated 
netwo'rks may have the sariie" IP address / no two * 
*25 a 'interfaces connected to ^the internet' may have the same 
"• j I-p- address. Although 'a "computer may have multiple 

* " interfaces' and 'hence ^multiple" I P "addresses (e.g., a 

" "bridge has at least one ' interface "for each network to 
which it is connected), each interface is associated 
'30 with one 'computer*,' so" 'effectively/ an IP address 

* ~ uniquely identifies a "computer." "For this reason, 
" computers are' said "to "have "'IP addresses". 

To ensure that interfaces have unique IP 
addresses, the addresses" are carefully managed. The 
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address r space is ^ subdivided .into .blocks, of .addresses 
which are assigned. to .network carriers, .who assume ^ 
responsibility for assigning addresses. .f-ron within 
their block of addresses. ..The. ne.twprt .carriers in turn 
5 subdivide their blocks . of .addresses and. _as.si.gn- blocks 
of addresses to Internet Service .Providers. (ISP) , who 
in turn subdivide and assign . A IP addresses, to. .their 
clients, and : so on. ..The allocation of, JP. addresses in 
this manner provides a means of routing IP datagrams, 

10 without .the source computer knowing, of a -path to the 
destination computer. f . 

, addresses , have a logical . : st,ruct.ure related 

" to the hierarchical ni.anner in which IP. addresses are- 
allocated. * This enables an ; IP datagram_,to, be_routed v to 

15 the destination computer, even though the source : 

computer may. not know a ^specif ic path or route, to thet 
destination. In ^much . the same .way a postal, address ^: 
includes state, city, $nd street information/ ..an IP 
address includes information identifying^ network, 

20 sub-network, and hjost interface., ^Specifically, 
successive portions of, _an IP .address identif y 
successively lower networks in the network hierarchy/ 
and the last few bits .identify ^a particular , computer . 
This structuring of an. JP address, is. known. .as„ "subnet 

25 addressing, " and provides that a first portion, of ? .an IP 
address identifiejs ^a network tq j .which a particular 
computer is .attached/, additional port ions . identify sub- 
networks, and a last portion of the address., identifies 
a specific computer. .......... 

30 _ . _ An IP -address is typically .a 32 bit number, 
conventionally written as the decimal value of. each 
byte of the address; separated by periods, .. o.r„ x \dots" . 
For example: 

179. 34 .20.24 
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V.- is *the : -' ; Gonve l nti*oriai "hdtatldh for 'the following IP 
"-address: " " : -'■ • - - ■ - % - - -. 

; .s- £ ioiiooii 'ooiooo'io" 60010100 booii6bo . ' 

-•<"" '-Using? subnet'- addreSslh'g, this address may" refer to . 
5 ' ■ computer- "24", ~ located on' sUb-s"ubAet v ^20", ' attached to 
- ' :; : subnet -*34"; : on 'netwbrk" "179"'; Although 'the' 'subnet 

por€ions 7: of this hypothe'tical"' address are each 8-bits 
: wide, this need" not " be the case * ' 

-As "descriBed ? in' section A'above," 'a" router is 
*10 : " : a 'computer connected between' 1 twd 'or "more networks, "that 
— : - forwards 1 received packet's in" the direction of their 
r ' i: ~'- d?est : in-£tio : n . --To ~ enable ' a' : " router" to perform this task, 
'1- --"eradh "rodtei: "exchanges information with" neighboring 
routers/ "identifying"" the Computers' arid "networks to 
15 which each router is connected, and to advertise known 
rotates to* r distant networks: "When "an "IP datagram is 
received, the route!? uses " a portion of the destination 
" . .. pp, address "a ; s 'ari intry ' ihto * a routing table, and 
^ *- forwards' 'the 3 IP" datagtairT (or synonymously . hereinafter, 
20 packet) accordingly. v ^ '' " " " 

1 "Thre '-routing table's also typically have a 
default' -destihation 'for "packets"' having an unknown 
: ' : L 'destination 'network.* ' Usually, the "default destination 

is^ anothef fdutTef "higher " up In the hierarchy of 
-2-^^ 'networks, which is presumably more^ likely to " know a 
route : to~the "destination. In the "event the higher 
^router" so does ndt"kn6w of "a'route to 'the destination 
\. network, It too : may forward the Vpacket *to a router 

still ; higher in the network " hierarchy . Assuming the 
30 destination is' reacha'bi'l', "a route to t he " "de s t ina t i on , 
b'r Bt' leas't the destination network is"' foiind, "and the 
packet is transmitted accordingly.*"'* 
" " " Referring how to FIG 3 '(wherein the modems - 

have been omitted for clarity), computer 41 connected 



BNSDOCID: <WQ - 9930237A1 1 > 



^ Wq §5/^0237 



PCX/yS£S/25812 



- 13 - 

to Intern.et 10 may transmit d.ajta to.. .computer 4 6 by 
specifying its IP address (e.g./ 179v34.71_.46JL.in 
destination ^ IP ..address- field 37 of IP datagram 30 (see 
FIG. 2). The . packet • is .transmitted., through - Internet 
5 10, passing from, router., to. router until .eventually 
reaching gateway computer., 47 . connected - to subnet 49. 
Gateway 47 then sends. the, packet .to computer A 6 . 

As described , above, . TCP is another Kcommon 
protocol used on -the^ Internet.. TCP, runs on "top of" 

10 the IP protocol, .in that TCP. uses .IP for routing a TCP 
packet to a destination., computer ./. ^TCP builds on basic 
IP delivery to enhance reliability, and .also -.includes^ 
the concept of us^ng . communication .ports, to identify', 
processes running on . the ..sending and -.receiving- 

15 computers . _ _ . ....... - . > • • c - - 

' v _ . ..Referring still, XQ FIGS.. 2. and .3, fOR header 

32 'of IP datagram 30 includes , fields 3 6 -..and 3R for 
identifying, "respectively, . the squrce and-dest-ination^ 
ports being used . by , the. respective- computer ; s v -f or TCP 

20 communication. Modern computer jop,e rating systems - 
enable multiple processes , or programs, to be running 
concurrently. When .a .^rgc^ss ^needs to ^communicate with 
another computer using. f TCP/IP,.. it i„s allocated, a unique 
port number.. Different .^processes, have, different ports, 

25 and a port .number, therefore, identifies, .the process 
sending v or receiving a packet.. The source and- . 
"'■destination ports ensure that _the data packets are 
delivered -to, the correct recipient on the. .destination 
computer. This is analogous to including- the - 

30 recipient's name on an envelope to, distinguish a 
^specific person from .amqn j multiple residents at a 

postal address. _ . . _ . , . . 

As indicated by .the .oval-shaped indicators in 
FIG. 3, computers 4 6, ,..47, and 4 8 , , which., are connected 
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"togetheiTby ~lAn" 49 (also ' referred to as ' a* -subnet) , are 
each assigned a unique IP* address. For example, 

■compueer~46 : has^an IP "address of 179 . 34 . 71 . 46 . Gateway 
computer "47 serves as an interface t between Internet 10 
■ '5 " "and subnet 4SL In other words, all pagkets.having an 
destination IP address of the form 179.34.71.x, where 

\" X " meanS J*A 0 ?^^ does not 

"matter what the value is), are accepted Joy ..gateway 
] c6mp ^* r 47 \ I V 4 ^' therefore,"' "actually "occupies - 256 

"i"0 IP ad'dre'sses" 179 . 34 . 71 . 255 

wasting "253 of them. Although allotting,, e.xtr^a IP 
" 'addresses to accommodate future growth ,i.s, ..often 
desirable, the number of valid IP addiresse.s .is., limited, 
' and' preferably should not be wasted. _It „is,.±his — 
shortcoming of previously known addressing, ^sqhemes 
which the present invention exploits to prpvide new 
functionality not heretofore attainable. 



15 



C". ~ The Present.' Invention 
;r . v J. Referring , still .to FIG., 3, .computers- .41/ 42, 

20 and 43^ connected to _LAN^4 4 _in accordance, with the 

prin ^ ip -f es ,° f .? h ^ Present invention.,.. Gateway computer 
^ ^ s ■3 iv ??. a?1 - ad 4 3:e . s . s which has. been assigned by a 
ISP,^ and may therefore comm,unicate with- pth^er. --cpmputers 
oh the Internet . ^ However, in accordance, with the 

25 p 5 iri ^f p ^ e ? °f the ^P re - sen ^ inventipn,; and. uri like.; 

pr ^yf? u 5^y. known gateway, computer. 47, ^at^wpy. computer 
i. 1 .. of ., t ^ e -. presen ? invention is ( only, assigned, aysingle 
IP' address, e.g., 21 1 . 99 . 28^. 10., . .rather .tha^ a block, of 
256 addresses. 

30 . ^ Further in accordance with -the,, present 

invention, the other computers . connected, to, LAN 44, 
computers 42 and 43, do not have IP addresses assigned 
by an ISP or other Internet addressing authority. 
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Instead, computers 42 and 4 3 are arbitrarily. assigned . 
IP" addresses by the administrator of LAN 44. For 
' exa'mpl'e, computer 42 is" shown to have an IP address 
1\ 2*. 3 ; 42 ' Although, any address may be assigned, it 
may be^ advantageous" to use a address having a network 
field" that refers "to ' "this" "network, i.e., the network 
to 'which the computer is attached. 

v " Because the' IP addresses for computers 42 and 
"'43 'are v 'nc5€' assignecT'by an authorized 'issuer, these 
addresses "may 'conflict with f IP addresses assigned to 
other computers elsewhere on the Internet. 
-Accordingly; gateway "computer" 41 is programmed to serve 
as a si&'stltute for "computers "42 and 4 3 when" 
coimurfi'c'at 'ing witfi "other ^computers via the Internet. ■ 
-In*"tlfi-s -Way," computers ' 42 and 4*3 do not communicate 
"directly with internet "i'O," 'and' no conflict arising from 
the 'u's*e' of non-unique IP addresses occurs. . ■ 

In "ac cor dance 'with the methods of the present 
invention, routing software on gateway computer^ 41 
examines the IP header' Tarid^'TCP^or" other protocol 
•'headers') * of packets received "from" computers 42 and 43. 
On those 'packets' bound for "computers" located on the 
-Internet,- the 'software "substitutes the" IP ' address of 
-gateway 41 fo'r 'that" of "'computers " 42" ' and 4"3 in, source IP 
°addres-s ; f rel"d h'S* o"f ^'iP^da tag ram" '!3 0'. " Gateway 1 computer 
41 may'" also "replace' the'Vdiirce port" number" in field 36. 
When : a li reply/; such as an "acknowledgment, to the' 
modi r fi'fed packet *'i"s*~ "receiVedV the "software restores the 
IP acidiress'-and* pbrt~ number before' forwarding the packet 
to the c brigi'nai sender".' " " v 

A gateway computer suitable for practicing 
-th^e- present Invention" includes a computer programmed in 
accordance*' "with" "the" methods 6~f ' the 'present invention, 
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: and ? may* be an IBM-compatible "or * similar type personal 
computer (e.g., such as sold by 'Apple Computers, Inc.), 
• z '~ or" a- Server-* type" : 'c6:mputer commonly vls*ed for LANs. 
'Alte-rn^atiVeTy, the' gat£w£y computer "may 'comprise a 
-5 peripheral ^Having' "a network ' interface/ dial-up or other 
: - type of modem,' a' microprocessor,' 'and ""idemory suitable 
' - r fo'r- implementing- the methods' "and storing "and* memory 
•-structured described ' he r^'iribe'low .*"• 
V'-'-' '- • : The methois df' tfe present invention "are 
10 further "illustrated in FIG. 4, Where,' "for ^reasons '*df 

clafrityv ; only" 'the IP address ""'and 'port number fields in 
packets 4 0 and 4 5 are described. FIG*. 4~ illustrates 
commUnrcatibh "between computers Mi' "and 4 6 via the 
: Tti t eirne t * ~1 0', ' f or' e x amf> 1 e , to" retr i e ve~ "a por tf'i'cSri of an 
15 '"^HTTP" request "for "loading WWV'pa'gelr* ''"fcoicipijfter "43 "first 
'■'assembles' packet 40, which includes the TP address and 
pott number "of destination 'corriputer "46/ e .g.'/ ^ 
179.34 . 71v"4 6 : : 8~0,~~as well as "its own source "I'P "address 
and' port number, '"e.g^ X~2^'3. 43*: 5l2 T "Because ""there is 
20 no direct connedtioii between "computer 43 "and 'the 

- Internet, jacket 4'o"~ is * routed on LAN "4 4 to gateway 
-computer ' 4 fc i .~" " : ' - -- --- ... - - 

Routing software on gateway computer 41 

- -records the'source IP * address and "port niimber; *e . g . , 

25 1*1 2 . 3 . 43 : "512/"' 5 arid substitutes its own source IP address 
■ ,;,,: an-d a* selected port number V *e . g . , '211^99 1'2'8 lib : :1037, 
-*---£■ Tito -packet 40 to create' packet 40 r .' "The " r * - " " ' ' 
: correspondence "between the ' source "TP "address " and source 
'-port number of computer 43/ as well 'as "a* 'selected 
"30 1 'destination "port number ^brT'gateway 'computer *'41 are 
--recorded in "a table or database located^ oh, or 
accessible" to, " gateway computer " 4 1 : "Gateway "computer 
41 then forwards modified data packet 40' toward the 
original destination," possibi y via " additional "gateways 
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.and^routej:s #f not .shown . in -FIG . .4-^ until- packe-t- 40' 

reaches, computer .46.. • . r . ... . , , 

If. packet. ...4 0 , (and whence .40/,) employs, the TCP 
^protocol,. pacjcat AO.', is., fxpres^sly acknowledged by 
computer 4 6 i „upQn £;eceip£. r . Specifically., . when, computer 
4 6 receives ^packet : 4Q it. notes, the .source JP. address 

...and port nuinb.e : r A . ^nd create^ a packet acknowledging 

receipt. The packet,,, .vhich may ^.lso contain -data, is 
addressed to. _the apparent sender,, i.e., gateway 
10 computer -41, ^and transmitted . to. ^.Internet .10..' . . 
^ , ^ventually^.reply.^paqket. 45 is received by gateway 

computer 41... t . . „ , , u _ . ... _ „ - . . . . .. r 

: . ; ; ■ .GAteway .,4i 7 . in_ turn lp : oJcs .up -the. .destination 
port ^numbery,, ,e. v g.. r/ .. 10,37 a in_packet .45,- in. the,, table 
15 recorded .aboye,.. and.^tracts , the true destination 

( C9mputjer and J^ort „ e . g,„, ; i . 2.3. 4.3,: 5.1.2. for computer 4.3 . 
Gateway computer. .41 . then ..inserts the extracted address 
information into destination address .and port fields r 37 
and 38 of .packet ,4,5 to -create .packet , 45 T , and. forwards 
2 0 package „4 5' , to., cqidpuI^F. ,4 3, on LAN 4 4.. - Ja ■ 

, . .Referring : ,now^to ; the flowcharts, of FIGS. 5A 
and 5B, the foregoing process is described in further 
detail . _At .Iplock 50 , ^gateway computer 41 waits to 
receive ^an ^out go ing .data .packet. Upon receipt, -of a 
2 5 packet having a non-local _ IP . address (i.e.,- the - - 
_ destination .is not on _ LAN 44)^, ..the identity of the 
packet 's ^sender a.nd : destinatiop are used ,to .access a 
. database at block. 51 . ..The database entry : may .contain, 
for example, -the, assigned port number on r .the gateway 
30 computer referenced .against. the .source IP address -and 
port number and the ..destination IP , .address, and .port 
number. If a databases-entry exists,, because, -for 
_ example, . the previously assigned port number of the 
gateway computer from the database is retrieved. The 
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source IP address and port number of gateway computer 
41 are then substituted into the respective source' 
fie~lds of the packet. 

" By way of illustration, if in ^FIG.~ 4 gateway 
5 computer 41' receives packet 4 0 from computer 4 3 having 
a "source IP address and source port "number of 
1.2.3.43:512 and a destination address and port number 
of 17 9.34.71.46:8*0, those IP addresses and port numbers 
are used to access the database, and extract the 
10 previously assigned destination port number 1037 of 
gateway computer 41. The IP address of gateway 
computer 41 and the retrieved port number, e.g., 
"'"211. 99.28 710 :"l037, "are then "substituted into packet 40 
in place of the source IP address and source port 
15 number in fields 35 and 36, respectively, to create 
packet 4 0'. "* 

In addition to retrieving the substitute 
addressing information, the computer may also update 
the database record with other information ,that might 
20 be helpful in correlating packets received from 
internet 10 with their proper destination. For 
example, IP datagram 30 of FIG. 2 includes an 
identification (Identj field 34. ident field 34 is a 
unique 16-bit number that is assigned to each packet, 
25 and must be unique for each combination of source- 
destination-protocol. .In practice, many IP 
implementations simply copy the value of a 16 bit 
counter into Ident field 34, and^ then increment the 
counter. As a result, there is likely a strong 
30 correlation between the Ident field of a first packet 
and a subsequent packet in a specific combination of 
source-destination-protocol. Keeping track of this 
type of information may aid gateway computer 41 in 
correlating packets received from the internet to their 
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intended destination, particularly if protocols other . 
than TCP are used. 

Alternatively/ if the search of the database 
fails to fined a record matching the source IP address 
5 and port number .in .decision blocTc 52, a new database 
record is created including the source and destination 
IP addresses and port numbers and an arbitrarily 
assigned port number on gateway computer 41. JThe IP 
address of gateway computer 41 and the arbitrarily 
10 assigned port number are then substituted into source 
IP address and source port fields 35 and 3 6, 
respectively, at block 55. The modif ied 'packet is then 
forwarded onto the internet in block 56, as described';, 
hereinabove. 

15 .On receipt of a'packet from Internet 10, the. 

process outlined by the flowchart of FIG. 5B is - 
performed on gateway computer 41. A packet received In 
block 60 is analyzed to determine the destination IPrst- 
address and P? r ^ number. This information is used in 
20 block 61 to enter the database constructed in block 54 
of the flowchart of FI'g/SA, described previously. If 
the table lookup is successful at decision block 62, 
the destination IP address and destination "port number 
of the originating computer are retrieved from the 
25~ database record. At block 6^3 ~ the table record is 

updated with information from the packet header. The 
retrieved - IP address' and port are substituted into the 
destination fields of * the* packet' header at block 66, 
and* at block* 67" the packet is forwarded on LAN 44 to 
30 its destination. 

If, however, the" database search fails at 
decision block 62, other techniques may be used to try 
and identify the intended destination of the packet. 
For example, a computer on Internet 10, may have e-mail 
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■to send -to'-ane of the -computers attached to LAN 44. In 
this^ "case, 1 ■ gateway computer *4 1 ~may be programmed to 
: ' -ioo : k : afc" -the header 6 f - the' "e-mail message Ttseff to 
r - - "Ascertain- ? th"e T correct ^destiA'atidri . --if' t"he "e-mail is 
5 adcires s "feci" to Av j jqj;p r ubi'i : c@so'mew gateway. ~ 

computer" 41 N ~m ; ay examihe ~ a f ist : "~bf Users to locate 
' j_q_pubiic' s^omputef 'and" ; 'f6rward' the e-mail to, for 
example computer "4-2*. v * - r '** ; ' 
: - : - rL: Ana'r6gouslyV' £n HTTP request may be received 

10 ~ : for :: r a ■Hb-cmtren't located on ' one of the' computers on LAN 
4 4»V : The advervt .oY the* World Wide ^Web haV 'standardized 
naming- of - resources" "on; the 'internet*'' through the" use of 
Uhifbrm ; ^source Locators' "(UlRLs) , Sometime referred to 
- : " :,; as-"% :i Mil form Resource N ; ame (URNS) \ " "K URL ^h'as~the form 
15 " protocol': /yhbst-rikmel : :pbrt : ]7 [^at'h] ~ 

^wherein' " ' :: ■ * * v *■ --."-*■ — - r — * . 

protocol 'specifiers- the' prbtocol lisecTtb " 

** communicate' with e the" resource " 
host-name* identifies* tile' computer hosting the 
20 r - - - resource (tti 1 is is' '"trans la ted to an TP 

"- - : ' " ' • a'dcfre'ssf - ■ - 

^iporti is' a' pb'f t- 'iibinbe'r , 'arid 
* : * r; ^ '-'[path-] : ' '"'"identifies' ^"the path to' "the resource on 
£? -- < -" J - -the ^specif ierf "hbst*/^ ' " : w " ' 
25" '-where' :r [ c ] ■* indicates a' field' is optibnafV " in" kccordance 
-° with- the present inventiort/ ,- the "port" ahdVor "path" 
'pbrtiohs of a URL' "may be '"us x e*df "to identify" bhe'of the 
Computers on LAN 4 4."'" "Fd'r ^e'xampleT 'the ; port field may 
-be" used' to identify a paftituiar "computer. " : 
-30' : -Alternatively, a first 'portion of th"e path may be based 
- ■■• • on- the' r name "of a' user publishing ' a web "page so that 

gateway- computer 4i ma r y 'forward a : n "Ht'TP Ve quest" to that 
user's" computer. : *" 
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c * r. ..^ f : er ; r ^ n ?;??^:^°,v.F IG ?- ? . and 6 o; e^ch : of the 
computers 41-43 : .^connected ..to IAN : 44.1s .assigned- a local 

- IP .- a A d .ress . In .accordance • with the present invention, 

- d ^X. ice ^'- s ~uch a : s co.ruput.ers .and _ computer, peripherals may 
5 ■ .:*? e assigned ..uni.que ,numbe_r$, corresponding-^ to port 

numbers on Xhe .gateway ,cqmp.u : te 2: . Xor.— example, in FIG. 
6,^ CD-ROM jukebox, 70 ,may be Assigned port; 211,1, - while 
laser printer T2 may be assigned ^or.t.,2112r.., - : .. 
_ . ^Furthermore,, computer- 7.3 may- be .programmed to serve as 
.10 a gateway, computer ^ . in accordance with . the ,^bov^- :; 

described methods.,.; tp ,recqgpi ze packets haying;, a T 
destination pprjt. .pf. .either p 21 11 .or ...2112. ; as, being 
^ destined for CD j/uJcebox. 7.0. .and la-ser.. ; print-e^ 72 > - ; 
_ respectively, a.r\jd, accordingly .r^ute the^ parcket^ to one 

15 of those, devices ... Alternatively, ^gateway computer 73i 
may send the packet to a process that handles the 
details of interfacing with ;the request ed device- Fp'r 
example, a pacXet a^ddr ; e^ 2112 may be routed 

tc L a . Ppipt, queue ..that, handle s, print, requests for laser 
2.0 printer 72 y rather Jihan directly to laser printer 72. 

The foregoing addressing technique may be 
further extended tp. : jrpppu tiers, and storage , devices on 
the_ network. ^.s^ignpvent. Qf IP , addressee and port 
numbers to ^peripherai ..devices may be used, for example, 
25^ to provide, a me^chanism : £or r;emptely accessing,, these- 
* . .4 ev ices,. v Such, capability .may be advantageous-, for 

^x^P. 1 ®/* when a u : ser^ : while traveling,, wishes- to access 
. information .located. An .a -hard drive of his- or her 
office computer, or., may r wan.t to print a document to a 
. 30 ^printer ±n _ja client Vs. ^office . . For example, j .computer 42 
.--A n . J 1 ^- c , 4 be assigned a r pprt : number,, and- a- specific 

...... . hard . d A sk : M r . ive , on .computer 4 2 al.so may be,, assigned . a 

port number. Thus, a remote user may access, a. .computer 
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; 6r itV peripherals by "specif ying the port number 
" " associated" "with" the desired device . [ 

- " ' *" " 1 With Vespect to "FIG. ,6, as a further example, 
" gateway computer 73 connected to Internet 10 may direct 
"5 a print"" job"* "to laser printer 72 by sending the print 
: file to the" pointer's IP address and' port number, e.g.,. 
115/34 . 71'. 1*0: 2112 / ' Gateway 'computer "73 in this 
instance iV programmed to "recognize address/port pairs 
■ " assignee! "to peripheral devices and to forward the 
10 packets appropriately. For example, a packet having a 
destination' address corresponding to laser printer 72 
is" interpreted as a' print request and the^ incoming 
: *" " " packets'' aire" routed to laser printer 72. Similarly/ 
packets " Bound for port 2111 may be interpreted as.. 
15 requests for access to optical disk jukebox 70. 

As described above,, URLs have become a 

standard means of naming of resources on the Internet. 

Advantageously^ since the URL format includes a field 
"for specifying a port number, the use. of URLj s. makes it 
20* ^relatively easy to access remote devices by specifying 
a" port number.' 
' -' " For example/ the URL: 

telnet : //ten . app . com: 2111 /filename 
is" interpreted as a request to access file x \f ile_n?me" 
25 using the"telnet protocol to contact port. number 2111 
oh*" a" J host named ten.app.com. Assuming that the 
Identifier "ten.app.com" corresponds .to the. IP V address 
" oi" gateway ' computer 7 3 in FIG. 6 . ( e . g . , 11 5 . 34 . 7 1 . 1 0 ) , 
C " the * above URL is interpreted* by computer 7 3 as,, a 
30 reference to the file "file_name" on optical., jukebox 

'"''TO']"'" ' J " " "" ' - ^ ^ 

" Advantageously, the processing required to 
implement the methods of the present invention is 
performed on gateway computer 41, and is transparent to 
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users of computers 41 /_42 and 4 3 on LAN 4 4^.. In 
addition,' the functions of gateway computer. 41 may be \ 
readily combined with the functions of a modem server, 
fax server, and voice mail, to function as a„ complete 
5 '* communications server. However., these.^ functions may 
also be supported by separate computers.. For. example, 
a first computer may be programed to, act as a. router, 
while a second computer is programmed to act. as a modem 
and fax server. Alternatively, the functionality 
10 provided by the gateway computer of the present 

invention may instead be provided by an ISP, as a value 
added service. For example, in the system of FIG. 1/ 
server 19 may be programme^ to substitute^ IP_ addresses 

'and port numbers in packets received fsom computer 21 

i : ?;:3;au5;\: i<\< v i r -111' ' s-r*i >j r^zzi :- ;> l t :■. ? ~ .-; 

15' bound for Internet 10, or received from Internet 10 

bound" for a^ computer on LAN 20. , .:■ 

in the foregoing descriptions of various 

" preferred embodiments of the present invention, it h : as 

he en J assumed that a LAN, e.g., LAN 44, is connected to 

'20 Internet 10 whenever a packet is to be sent between a 
computer on the" LAN and" the Internet. ] However, this 
need not be the case. Indeed, if Internet access is 
used relatively infrequently, it is unlikely that a 
connection is already established. With respect to 

25- FIG.. 7, a flowchart outlining a process for 

establishing and accepting a connection between a 
gateway' computer and* an ISP server on an '.'as-needed" 
""basis is (described. In particular, FIG. 7 illustrates 
a' process which may be performed by an ISP on /; for 

30 example, "ISP serVer 19" of" FIG. 1, while FIG. 8 

^illustrates the complementary process executed. on the 
gateway computer 21 to accept a connection from ISP 
server 19'/"" 
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With "re'specV to FIG " 7, and starting at block 
. " 75', "the process loops waiting for a packet to arrive 

(decision block 7 6)" or, if any packets have been queued 
'(decision" block 77), waiting for a maximum queue time 
" 5 to' expire (decision" block - 78) V " if a packet is 

"" 'arriving, it" is received (block 79) and its destination 
determined. If already on-line with, the destination 
(decision' block 80) , the packet is forwarded toward the 
destination (block 81) /otherwise, the importance, . or 
10 priority, ~ of the packet is determined. If the priority 
is sufficiently high that immediate delivery, is 
"required"' (decision biock" 82) / the computer r establishes 
* a connection to the destination computer (block 83) , 
^ fof example, by using a, modem, ^ a;id forwards the data 
15' packet " accordingly (block 81). However, if the 

"priority J is relatively low, the . packet is queued for 
' delivery at a' later time "(block 84). 

* " " ' To minimize unreasonable delay in,^ forwarding 
'queued' packets , a maximum queue time^ limit is 
20 " established. If an enqueued packet has be,en in the 

queue'f or ' longer ' than the limit (decision. block 78), a 
connection" to the destination computer is^ established 
"(block 83) arid the packet forwarded (block. 81)^. In 
addition, ^any time a connection has been established, 
25" ;a!l "packets waiting in" the queue for that destination 
"'are sent (decision block 85 and block . 86) . 

With respect^ to FIG., 8, a gateway computer, 
"such as'computer 21 of FIG. 1, waits for one of modems 
"""17a and iSa to detect a ring signal indicating an. 
'30' * 'incoming "telephone call Jdecision. block .90] 1 . In 

addition to placing a ring signal on, the telephone 
Tine, the telephone, company may also send information, 
frequently referred to as "caller ID", that identifies 
the phone number from which the call was placed. In 
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accordance with the principles of. the present 
invention, gateway computer 21 reads the. c^llW ID 
information, and compares it to phone numbers, 
'"corresponding to ISP modems 17b and. 18b^ ..(decision block 
5 92)'. If the caller ID matches one .of the. Igp modems, 
then" gateway computer 21 does not answer. Rather, 
..gateway 'computer' 21 waits until the line stops .^ringing 
arid" then places a call to ISP server . 1 9 by . way of one 
of modems * 17 a" and 18a ' (block 93) . 
10" " " If, however, the caller ID information either 

does hot match any of the ISP phone numbers, or the / 
caller ID information is unavailable, the^corresponding 
'"modeni*is" Commanded' to "go off-hook" and pick-up the 
lihe^' The' Modern then analyzes the incoming signal for 
1'fT the presence of facsimile machine calling tones (CNG •*< 
tones) which newer facsimile machines . transmit as part 
of the" hahHsha king that occurs when attempting to £?' 
establish a connection with a remote facsimile machine . 
If- CNG tones are" detected, (decision block. 94), a 
20 facsimile transmission is received. If , . CNG tones ..are 
not detected, an attempt is made to determine if the 
call 'is a voice call or an attempt to establish a modem 
" ~ connection. In a preferred embodiment u , the gateway 
computer" may' implement a voice mail system for 
recording incoming* messages (block 97). Otherwise, the 
modem answers as a "modem to accept a data connection 
(blocker; ~ '" ° ~~ 

'The skilled artisan will recpgnize .that the 
invention" may be practiced by other than, the described 
30' 'embodiments! For example, the IP datagram described 

hereinabove with" respect to FIG. 2 pertains to version 
'*'* 4 -"(IPv4) of "the Internet protocol . specification. To 
accommodate' future growth of the Internet, IP version 6 
(IPv6) has been developed. IPv6 extends IP addresses 
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to 128 bits in length, and also "'includes rules for 
maintaining backward compatibility with IPv4, and for 
converting "between 32 an'd"l28' bit IP* addresses. 

An exemplary IPv6 datagram is shown in FIG. 
4 5 6/* anH" "includes an IPv6 header containing the same 
relevant information as an Ipv4 header. It will 
therefore' be apparent to one 'of ordinary skill that the 
-principles of the present invention described 
" hereinabove" may Le used advantageously employed with 
10 IPv6 by adapting the routing* software so that it looks 
for the address/port information in the correct places 
" ift the IPv6 header. 

It will be understood that implementation of 
the principles of the present invention are not limited 
15 to protocols . such' as TCP and IP. For example, the 

present invention may be used with the User Datagram 
Protocol (UDP) , another common Internet protocol, which 
specifies headers, including port numbers, similar to a 
TCP header.. Thus the principles of the present 
20 4 invention may be used in conjunction with UDP based 
■ communications as well. 

^ One skilled in the art will thus appreciate 
than the described embodiments are presented for 
purposes o£ illustration and not of limitation, and 
2~5* that the present invention is limited only by the 
claims * which follow. 
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What Is Claimed T.^ 

,1- A method for communicating data between X. 
*a first computer and a second computer , t the method 
comprising: 

accepting a f irs\ data packet, from the first 

computer; 

■ modifying a source field in.the first, data 
'packet; and 

transmitting the modified first 'data packet 
to the second computer, 

2. The method as defined in. claim 1, further 
including a step of examining^ a destination field of .;. 
ythfe "first data packet, wherein the destination . field 
ideht'i'fies "the second computer . 

' ** 3. The method as^ defined in claim 2 rf * wherein 

the first data packet is received from the first >i 

" computer"" via"" a first" network, the method further- 
including a step of * determining if the second , computer 
is attached to the first network and discarding the 
first data packet if the second computer is attached to 

"'the first network. : ~ \ 

4. The method "as" defined in claim , 3 wherein 
"the'" second computer is attached to a- second network, 

and the step of transmitting the "first- data packet 
comprises transmitting the first data packet to the 
second computer via the second network. 

5. The method as defined in claim 4 wherein 
the source .field includes an address of the first 
computer,- and wherein the step of modifying the source 
field comprises replacing the address of the first 
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computer - in- the r source *;fle-ld with, the' address* 6r a 
third computer. \ . -rr. : 

: .\ ;;...3-r -6 . ;. ^;Tbe. method . a.s.- defined . in claim 5 wherein 
_ the source field - includes, -data; - identifying ' a -'process on 
;t the first.icomputer that v. sent :ther first data -packet, and 

wherein -the step^ of omodif ying.: comprises'-' Replacing the 
,;c process; identifying- data:. Vi th / data, identifying^ a 

process on the third computer. -rrrz i. . ' 

. . .. rl . c .r.. The. method/: a-s-: defined an claim 5 further 

-.. jcomprising: a -step of : keeping: a record correlating data 
r. 1\ : in ;,;the;:source^f ield, :: datralirr: the"imodified ; -source field, 
and data in the destination field. 

... : • ^ : : & - • " The-method asqdefined iri claim '1 further 
comprising:^ a ;step.: of : .storing. ' : ther r'etdb&T 1 - - '7 - • 
v. ,t ■ - . ^ : -r . $j h \.*a'L :=;£..:■:--.„ ?; :~; ~::o;' 

':. c- .: .9. : A^method ^ for^ communicating^data^ between 

a first computer and a second computer , I- the'-method 
comprising: 

'•• 2jZ ^accepting a-s s:e:cond/data packet from the 

, .second- computer'/ cer~ *i ^: «?/ ... a ^ • *t. 

r»s:.r : • modifying a-'deKtinationx fleld^in- the r second 
::: :data packet,; '.where the.: destination-.* field-"' iderif if ies the 
or- first computer; ahd -o '.;:i". .- * . : r -::<:.: £.q .i .': 

transmitting the modified secbhd-dataPpacket 
to the first computer. 

v.- ■ -10... The method :a c s^ defined ih- :; ci aim- -9 wherein 

. ;tt\e .destination/ f iel-d-. includes' arc* adfeess- of - the third 
.-.computer, and wherein the* :s"tep:. of- m'bd'if ying-.the" 
.destination .: field comprises:* replacing the f address of 
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c the. third- computer, with: the., address " of the- first "-. 
computer. . V.. - r. / r - :r„; ;M * 

.UL: ::The: method : as defined in claim 10 
• r; - wherein/the destination: :field. includes -data -identifying 
; : a..pr;oc:e§;s on^ the.- third- computer, -.: and -wherein the step 
- of ...modifying comprises . replacing, the prdce£3- 
identifying: data : with:*data-: identifying-^ process on the 
first computer. , . • ; v- : ; . * «\ -■ ..r 

:\ r. ::12-- '., The .method: .as. defined . in claim 9 further 

..comprising a:step of r searching forsa re-cdrd -correlating 
data : in : .ttie .source.: field.* and , intrthesdes'tination -fields 

13. The method as defined in claim 12 ^ 
_ - wherein-/ if the.. step: of., searching is successful, the # . 
step of modifying- the second . data -packet ~ further ' 
comprises replacing data in the destination field with 
data retrieved- from: a record found in -the step of 
-searching. *.>-.;. - ...::. - * -: ^ . : 

- : - 14.. ^ The- method: as defined , in claim 12 
wherein, if the step of searching- isiunsuccessful, the 
. step < of modifying: the: second data: packet further 
^ : . comprises examining-: Ad;diLtional -portions ' of -the^second 
data packet to identify a destinat ion o f: the "-* second 
• da^a : , packet. : •/; 

i. - ~* v " *. . : :: 

15. The method as defined in claim 14 
- - wherein-, the second, data .packet is an electronic mail 
r r message, - and;, the ■ step. x>:f;.jex:^mining additional portions 

of,- the- second data; packet: comprises examining- the 
; - portion- of the: electronic, mail identifying the- intended 
recipient . 



1 4 WOS>9/30237 



■ : *°PcfAjS98/25812. 



- 30 - 

"* * 16*. The method "as defined in claim 14 

Wherein the second data packet is an HTTP, request, and 

"""the' step' of examining additional portions of the data 
'packet comprises examining the HTTP request fo.r a 
Uniform Resource Locator or Uniform Resource Name. 

17.' "Apparatus fo"r communicating, data from a 
" ,J first computer to a second computer, t hie apparatus 
"comprising: _ 

a gateway computer having: 

a first interface for communicating with the 
first computer; 

a second interface for communicating with the 
second 'computer; and 

a p ro ^. essor programmed to accept a first data 
'' packet* frbnT the first computer via the first interface, 
modify "a source' field in the first data ^packet .to form 
k~ modified first data packet, and then transmit^ the 
itiodi'fied first data packet to the second computer via 
the second interface." 

18. The apparatus as defined in claim 17 

""'wherein the processor is further programme^ to examine 
a .destination field of the first data packet . that 
identifies the second computer. . 



19. The apparatus as defined in claim 18 
wherein the first data packet is ? received from the 
first computer via a first network, and ( the processor 
is "programmed to determine if the second computer is 
attached to the first network, the processor discarding 
the first data packet if the second computer is 
attached to the first network. 
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20. Th^ apparatus as defined in claim 19 
wherein ^the second computer, is attached to a second 
network, and the proces'sor is programmed to transmit 
'the modified first data packet to the second computer 
via the "second network / 

21. The apparatus as defined in claim 20 
wherein the source field includes* an address of. the 
first computer, and the processor is programmed to 
modify the source field by replacing -the' address of the 
first computer in the source field .with an address of 
the gateway computer. - 

22. The apparatus as defined in claim 21 
wherein the source field includes data identifying a ■ *• 
process on the first computer that sent the first data 
packet, and the processor is programmed to modify the£ 
first ciata packet by replacing the data identifying the 
process on the first computer with data identifying a 
process on the gateway computer. 

23. The apparatus as defined in claim 21 
wherein the processor is programmed to keep a record 
correlating data in the source field of the~first data 
packet T data "in the source field" 'of*. the modified data 
packet, and data in a destination field' of the first 
packet. 

~ 24. The apparatus as defined in claim 23 
wherein the processor is further programmed to store 
the * recorcf. ~ ~ " *" * 
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: : ; '"' " ' [ ~' : 25 : :^ Trie "apparatus "as defined for ciaim 17 
wherein the processor further "is programed to accept a 
second data packet from the second computer via the 
second intertate, '^modify a destination field in the 
sebond data"' packet " "tfo" 'form a modified second data 
packet, th'e" ihodifTed* second data packet identifying the 
'fi-rst':' computer^ and* 'then transmit the modified second 
data packet to the f lrst* computer' via the first 
interface. 

" " " ' 26* ' The" apparatus" as" de fined in claim 2 5 
' z wherein the* " ciest inatiori ^Telcf of 'the second, data packet 
-■ . . xncSudds an ' address b f the" gateway computer, and the 

processor is programmed to modify the destination field 
of the second packet by replacing the address of the 
"- gateway computer with' ah" address' of the first computer. 

* ~^-~' J 1 ' v> : 27; ""The apparatus as defined in claim 25 

- wherein the destination""" "field' includes data identifying 
a process on the gateway computer, and the processor is 
programmed to modify the data identifying a process on 
the gateway computer with data identifying a process on 
the first computer. 

28. The apparatus as defined in 25 wherein 
the processor is programmed to search a table for a 
record correlating data in the source field of the 
first packet and in the destination field of the second 
packet . 

29. The apparatus as defined in claim 27 
wherein the processor is programmed to replace data in 
the destination field of the second packet with data 
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retrieyed from a record found _in the table if the '\ 
search is successful.. \ ^ . , ... 

30. The apparatus ,as defined in. .claim 27 
wherein the processor is ;^jpr 05 rammed, to examine. 

~ a'ddit ional portions of the second d^ta„, packet . to 
identify a destination of the second data packet if 
the* search is unsuccessful. 

31. The apparatus as defined in claim 30 
wherein the second data packet ±s an electronic mail:;/ 
message, and the propesjsor is programmed to , examine a*; 
portion of the electronic .mail identifying,, an,- intended 
recipient 1 . 

32. The apparatus, as defined , in .claim 30 • 
wherein the second data packet is an HTTP request, and 
the processor is programed to examine the HTTP request 
for a Uniform Resource. Locator or Uniform .Resource 

" ' " Name . 
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